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YBaxaemble pogutenm!

JTa bpowwtopa caenaHa ana Bac. lporpecc He CTOUT Ha MecCTe, U
Ha CEeroAHsIHWA [eHb npakTU4eckn y nwboro pebeHKa ecTb
BO3MOYHOCTb BbITW B MIHTepHeT. Kak M3BEeCTHO, OrpOMHble 06beMb!
nHbopmauumn, Haxogawenca B CeTn, MOryT He TONbKO MOMOraTb
pa3BMBaTb-
€S, HO W BPEAWTb HaWMM AETAM.

MbITaTbCA COBCEM NINLLINTL pPebeHKa BO3MOXHOCTU M0/1b30BaThCA
MHTepHETOM — HaMBHO W, HaBepHOe, He COBCEM MNPaBWUJIbHO.
BcemupHasa ceTb, Npu ee pasyMHOM WMCMOJIb30BaHUMU, MOMKET ObITb
XOPOLIMM MOMOLLHUKOM B MOCTUMKEHUM MMPA U OCBOEHUM HOBbIX
3HaHW. Bonpoc B TOM, KaK He AONYCTUTb HALLIMX AeTeN B Te 3aKOY/IKU
NHTepHeTa, rae WX NOAXMAAET OMnaCHOCTb, WHOrAA Aaxe
cMepTesibHas.

CneumanbHo AnA Bac Mbl cobpanu B 3ToN Hpolutope HECKO/IbKO
Hanbonee apdeKTMBHbIX CNOcObOB, KOTOPbIE MOMOrYT BaM OrpaanTb
pebeHKa OT BpeaHOM MHbOpMaLmm B MHTepHeTe. Mbl noctapanuco
N3NOXUTb UX MAKCMMaZbHO MPOCTO M AOCTYMHO, He MeperpyKas
CNIOXKHOM TePMUHONOTMEN.

He noneHutecb W noTpatbTe HEMHOrO BpPeMeHW, 4TOoObI
YCTAaHOBUTb 3TW HACTPOMKM B KOMMbIOTEP W TAAKeTbl, KOTOPbIMMU
nonb3yeTcs Bal pebeHok. Bpag nun sTo 3alimeT y Bac 6onee 15 MUHYT,
3aTo B byaywem n3baBuUT OT MHOMMX BO3MOMKHbIX HEMPUATHOCTEN.
MycTb Bac He NyratoT HEMOHATHble C/I0Ba, MPOCTO nonpobyiiTte
cAenaTtb BCe, KaK YKa3aHo B bpolutope — war 3a warom. Yaaum!

YNONHOMOYEHHbIN MO NpaBam
pebeHka B CaHKT-MNeTepbypre
CseTtnaHa AranutoBa



Y10 BarKHO MOHMMATb Mpu
NPOYTEHUN 3TON BPOLIOPbI

e He nyraitecb 6onbworo obbema TeKcTa, Bbl MOXeTe
MCMONb30BaTb TOJIbKO OAMH M3 OMMCAHHbLIX HUXe crnocobos
3aLMTbI — 3TO B IO6OM Cyyae ropasgo ny4lle, Yem HUYEro.

e HacTtpoiku Karkgoro cnocoba 3alwmTbl Mbl NPUBOAMM AOAA
Hanbosiee NCNOo/Ib3yeMbIX YCTPOMUCTB U ONEPaALIMOHHbIX CU-

cTeMm (3To ToXKe nyratoule yBeandymsaet o6bem bpoLutopsbl).

o Karkablh U3 NpMBeAEHHbIX HUXKE CNoCcob0B MOXKeT paboTaTb Kak
CaMOCTOATE/IbHO, TaK U B COME€TaHUU C APYyTMMN.

* licnonb3oBaHWe COYETAHUS HECKOJIbKMX CrnocoboB 3alimThbl
nosblwaeT 3GPeKTUBHOCTb.

B 37Ol Bpoltope Mbl paccKakem, KaK 3aWuTUTb pebeHKa oT
BpeAHOM MHGopMaLumn B KomnbloTepe U MHTepHeTe C NOMOLLbHO:

DNS-cepsuca,

onepaumnmoHHOM CUCTEMbI KOMMbIOTEPA,

HACTPOEK MOMNCKOBbLIX CUCTEM,

HacTpoek bpaysepa,

nposaiaepa M  oOMepaTopos  coTtoBol  cBasn, Vv
cneuynanbHOro NporpammMmHoro obecneyeHus.

AN NN

MoMHMTE, YTO HET CNOCOHOB 3aLLMTLI CO CTOMPOLEHTHOM
rapaHTMen, U HUKaK1e TeXHUYECKMe CPeacTBa He 3aMEHSAT BalLMX
[0BEepPUTENbHBIX OTHOLWEHWI ¢ pebeHKoM. B3anmonoHnmaHue,
WCKPEHHOCTb

M FOTOBHOCTb NOAEANTLCA TPEBOXKHBIMU MbICAMW — Camas
YHMBEpPCanbHasA «noAyLika 6e3onacHocT», KoTopan cbeperkeT Bally
CEMbIO OT BCEX HEB3roA,

3awuTa ¢ nomouibio DNS-cepsuca

dddeKkTnBHAA cMCTemMa, KOTopaa OTCEKAeT KomMbloTep (HOYTOYK,
nAaHWeT, cMapTPpOH) OT 3aparkeHHbIX U MOLUEHHUYECKMX CaMNTOB,
3POTUYECKOrO U NOPHOrpadMUEeCcKoro KOHTEHTa Ha CTPaHMLax.



Ot Bac TpebyeTca TONbKO M3MEHUTb ABa Habopa uudpp B
onpeaeneHHOM MecTe HaCTPOEK KOMMbHOTepPa.

DNS — 370 agpecHas KHura MHTepHeTa, rae yKasaH umdbpoBoi agpec
Karkaoro caiita. CepBucbl 6e3onacHbix DNS nonpocTy He nycKatot
KOMMbIOTEP Ha OnacHble pecypcbl. Hanpumep, Koraa Bbl NblTaeTech
32TV Ha 3apPa*KeHHbIN CalT, Ha 3KPaH BbIBOAMTCA COOBOLLEHME, YTO
3aTpeboBaHHas cTpaHuULa 610KMpoBaHa Mo TaKOM-TO MPUYMHE.
Cepsucos DNS Hemano, cpeam HUX ecTb U becniatHble, Hanpumep,
AHpekc.DNS, Norton DNS, MetaCert DNS (6onee nogpo6Hyto
MH)OPMALMIO Bbl MOMKETE MPOUNTATb Ha CaTax NPOU3BOAUTENEN).

DNS-cepsuc Ha komnbtoTepe ¢ Windows 7 nan Vista

1. Otkpointe MeHto «Ilyck» u BbibepuTe MNaHenb ynpaBaeHus.

2. B pasgene CeTb M MHTepHET oTKpoiTe MPOoCMOTpP COCTOAHUA CEeTU
M 3agau.

3. Bpasgene MpocMOTp aKTUBHbIX CETEN HAXKMUTE HAMPOTMB NYHKTa
MopkntoueHuna ccblKy becnpoBogHoe ceTeBoe coeguHEHWE UK
MoaKntoYeHWe No NOKaNbHOM CEeTH.

4. OTkpounTe meHto CBolicTBa.
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5. Bbibepete nyHKT Mpotokon UHTepHeTa Bepcumn 4 (TCP/IPv4) u
HaXMuTe Ha KHonKy CeoicTaa.

% =
6. Bo Bknagke Obuime BbibepuTe NyHKT Mcnonb3oBaTtbh ciaeaytowme
agpeca DNS-cepsepos.




7. BeeauTe aapeca BbibpaHHOro Bamu pexkmma DNS-cepsuca (cm.
CTp. 6) B nons Mpeanountaembiii DNS-cepBep 1 AnbTepHaTUBHbIM
DNS-cepBep 1 COXpaHUTE U3MEHEHMA.

Ceoiicrsat Mp Wnreprera sepcun 4 (TCP/IPv)
r 1P woryr | SCI (8Tw
ny T, B D CAYNME NADONET DRl
1P nowno nony ¥ cerenor o
5 Nony 1P-anpec
# Nore0esTs treayious IP-anpec:
1P-aapec: 0.7, .04
Macxa noaceT 255 , 255, 258 .2
Oonomo winor: 0 .217. 2, 65 |

MOMPeTe ANDeC DG CEDNEDA AT ORATINE00 {
%7 & weno

.73,
.8 .8 .8

[7) NoaTeepaiTs napaneTp now BeixoRe
o ) ‘.

3T uMdpbl HYKHO BBECTM B HACTPOMKM BALIEro CETeBOro
coeguHeHus.

AHpekc.DNS:
Be3onacHbIn — 6e3 MOLLEeHHMYECKMX CaiTOB M BUPYCOB:
DNS1:77.88.8.2
DNS2:77.88.8.88

CemeiHbIN — 6e3 MOLLIEHHUYECKMX CAlUTOB U BUPYCOB, 6e3
CaliToB A/1A B3POC/bIX:

DNS1:77.88.8.3

DNS2:77.88.8.7

Norton DNS:
C 610KMpPOBKOI BPEeOHOCHbIX CalTOB:
DNS1:199.85.126.10
DNS2:199.85.127.10



C 6/I0KMPOBKOW BPEAOHOCHbIX CalTOB, CaMTOB A/A
B3POC/bIX:

DNS1:199.85.126.20

DNS2:199.85.127.20

C 6/IOKMPOBKOW BPEAOHOCHbIX CaMTOB, CaMTOB A/A
B3POC/IbIX, CAiTOB, PACMPOCTPAHAOLWMNX Paibl:
DNS1:199.85.126.30
DNS2:199.85.127.30

MetaCert DNS:
C 6/10KMPOBKOM B3POC/bIX CaNTOB, 6E3 orpaHuMyeHun
[0CTyna K ocTanbHbiM pecypcam B WHTepHeTe: DNS:
184.169.223.35
DNS-cepBuc Ha KomnbtoTepe ¢ Windows XP

1. Otkpointe MeHto «Ilyck» u BbibepuTe MNaHenb ynpaBaeHuUs.

2. OtkpoiiTe CeTeBble NOAKNOYEHMUS.

3. Bbibepute ncnonb3yemblt Bamu TWUM CETEBOrO MOAKAOYEHMA
(npoBogHOE nnun 6ecnpoBogHoE).

4. OtKpovTe meHto CBOMCTBA.

5. Bbibepute nyHkT Mpotokon UHTepHeta (TCP/IP) u HaxkmuTe Ha
KHoMKy CBolicTBa.

6. Bbibepute  nyHKT  Mcnonb3oBaTb  cnegytowme  agpeca
DNScepsepos.

7. BBeauTe agpeca BbibpaHHOro Bamm pexmma DNS-cepsuca (cm.
cTp. 6) B nons MNpegnouyntaemblit DNS-cepsep 1 AnbTepHaTUBHbIN
DNS-cepBep 1 coxpaHUTe U3MEHEHMA.

DNS-cepsuc Ha KomnbtoTepe ¢ MacOX X

1. OtKponTe CuctemHble HacTponku — CeTb.

2. BblbepuTe ceTb, A8 KOTOPOW Bbl XOTUTe HacTpouTb DNScepsuca,
M HaXXMUTe Ha KHOMKyY JlononAHUTeNbHO.

3. Mepenaunte Ha BKNagKy DNS.

4. HaxkmuTe Ha «+» nog cnuckom DNS-cepsepbl.

5. BeeauTe agpeca BbibpaHHOro Bamm pexmma DNS-cepsuca (cm.
CTp. 6) B none n Haxkmute OK.



6.

Haxkmute KHOMKY MpUMeEHUTb, YTOObI COXPAHUTb M3MEHEHMUS.

DNS-cepsuc Ha komnbtoTepe ¢ Windows 8

1.
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o

OTtkpolite naHenb Charms bar, HaBeas MblIlKYy B MPaBylo YacTb
3KpaHa, u Bbibepute MapameTpbl.

BbibepuTe MNaHenb ynpasieHus.

OTkpoliTe MPOCMOTP COCTOAHMA CETU U 3a4aM.

Bbibepute NameHeHMe napameTpoB aganTtepa.

Bbibepute ncnonb3yemblit BaMM TUN NOAKAOYEHUA (NpoBogHoe
nnn 6ecnpoBOAHOE).

OTKpovTe meHto CBoMcTBa.

Bbibepute nyHKT MpoTtokon MHTepHeta sepcun 4 (TCP/IPv4) u
HaXKMuTe Ha KHonKy CBONCTBa.

Boibepute  NyHKT  Mcnonb3oBaTb  ciaeaywolimMe  agpeca
DNScepsepos.

BBeguTe agpeca BbibpaHHOro Bamu pexkuma DNS-cepsuca (cm.
CTp. 6) B nons Mpegnouyntaemblit DNS-cepep 1 AnbTepHaTUBHbIN
DNS-cepBep 1 coxpaHUTe U3MEHEHMA.

DNS-cepBuc Ha KomnbloTepe ¢ Linux (Ubuntu)

LLlenKkHMTe Ha 3HaYKe CeTeBOro NOAK/OYEHMA B BEPXHEN NaHeNu.
Bbibepute N3meHUTb coeANHEHMUS.

BbibepuTe ceTb, 417 KOTOPOM Bbl XOTUTE HacTpouTb DNScepsuc, n
Ha*KmuTe MU3mMeHUTb.

MepenguTe Ha BKNaaky MNapameTpsl IPv4.

B nyHKkTe Cnocob HacTpolku Bbibepute ABTomaTtnuyeckn (DHCP,
TONbKO agpec).

BeeguTe agpeca BblbpaHHOro Bammu pexunma DNS-cepsuca (cm.
cTp. 6) B none Cepsepbl DNS 1 coxpaHUTe U3MEHEHMUS.



3almMTa C MOMOLLbIO ONepPaLMOHHOM CUCTEMbI

OnepauMoHHaa cuctema — 3TO  KOMMJIEKC — NpOrpamm,
Ha3Ha4YeHMeM KOTOpOro ABAAeTcA obecnevyeHMe B3aMMOLENCTBUA
Nno/Ib30BaTeNA C KOMMNbIOTEPOM.

foBopA npowe — 3TO Camas [/laBHad  NpoOrpamma,
KOHTPOMPYIOLLAA BCE YCTPOMCTBO (KOMMNbIOTEP, CMapPTHOH, NAaHLLET,
HOYTOYK 1 T. .) 1 NnOMoratoL,as BaM UM NoJIb30BaTbCA.

Hanbonee nssectHble U3 HUX A CTaLMOHAPHbIX KOMMbIOTEPOB U
HoyTOyKoB: Windows, Linux, MacOS.

B nnaHwetax n cmapTdoHax, MOMUMO MOBUNBbHBIX BEPCUI YKe
Ha3BaHHbIX OC (Windows u Mac) Windows Phone 1 iOS, nobasnsaer-
cs Android.

Bce oHU MMetoT GYHKLMN «POAUTENBCKUIA KOHTPOJIbY, BKIOUYEHWE
KOTOpbIX obecneymBaeT Hambosiee KOMMAEKCHYH 3aluuTy Ballero
pebeHKa oT BpeaHoM nHGopmaumu.

B otnnume ot DNS-cepBuca 3TK HacTpolKu byayT 6/10KMpPOBaTL
HEHY)KHbI KOHTEHT He TOAbKO B WHTepHeTe, HO U B CaMoMm
KomnbloTepe (naaHweTe, cmapTdoHe).

BK/ItOYEHHbIN B ONEepaLMoHHOM cucteme «PoauTeNibCKUii KOHTPOIb»
No3BOJAET, HANPUMep, YCTaHOBUTbL OrPaHUYEHME BPEMEHM,
NPOBOAMMOrO pebeHKOM 33 KOMMbIOTEPOM, BBECTU 3aMpeT Ha
[OCTYN AeTel K OTAeAbHbIM UFPam M Ha UCMOIb30BaHMeE
onpeaeneHHbIX
nporpamm. TakKe C ero MOMOLLbIO MOXKHO OFPAHWUYUTb Kpyr
obLeHns pebeHKa (Hanpumep, paspelwnTb nepenucky B Mail n
«FOBOPUJIKAX» NINLLIb C ONpeaeNeHHbIMW N0/b30BaTeN MM) Un
3aKpbITb JOCTYM K YKa3aHHbIM Be6-caiTam.

MacOS X

Ha KomnbtoTepax Mac 1 Hoytbykax MacBook yike
npeaycMoTPeHO CTAaHOAPTHOE CPeacTBO — POAUTENbCKUIA KOHTPODb,
KOTOpOEe MO3BO/AET HACTPOWUTb KOMMbIOTEP TakK, 4TOObl AeTu
MCNO/Ib30BaNN €ro He BO Bpea.



HacTtpoutb napameTpbl WCMNO/Ib30BaHWS KOMMbIOTEPA MOXKHO
yepes meH0 CUCTEMHble HACTPOMKM B MeHl Poautenbckui
KOHTPO/Ib.

Mporpammbl  — oOrpaHuWyeHuMe [AOCTyNa K MNPUIOKEHUAM,
Hanpumep, K urpam ¢ 60nbLIMM KOMYECTBOM HACUAUA.

Be6 — orpaHuyeHMe Ha [OCTYN K HEKOTOPbIM WHTEPHEeT-
pecypcam.

Monb3oBaTenn — orpaHuyeHWe Kpyra obleHna pebeHKa
(Hanpumep, paspewwnTts nepenucky B Mail n «CoobLlieHnax»
NNLWb C onpeseieHHbIMU NONb30BaTENAMM).

BpemAa — MOXHO 3afaTb BpeMeHHble WHTepBaabl A/4
MCNo/Ib30BaHMA KOMMNblOTEpa

[pyrve — orpaHuyeHne pJocTyna fJeTeil K anmnapaTHbIM
BO3MOXKHOCTAM Mac, TaKUM KaK BCTPOEHHaA Kamepa, NPUHTepbI
M NPMBOA OMNTUYECKUX ANCKOB.

Windows 7

[nA HAaCTPOWMKM OrpaHNYEeHMs JOCTyNa Ha KomnbloTepe ¢ OC

Windows TpebyeTcs co3aatb 418 pebeHKa oTAe/bHbIM akkayHT 6e3
aAMUHUCTPATOPCKMX NpaB (MaHenb ynpasneHusa = YyeTHble 3anucu
nonb3oBartenem).
BK/lOUeHNE pPOAMTENbCKOTO KOHTPOAA AAA YYeTHOW 3anucu
06bIl4HOrO Nosib3oBaTeNs:
1. 3aiiguTe B pasgen YueTHble 3anMcK Nosib3oBaTenel n cemeiiHas

6e3onacHocTb (Myck - MaHenb ynpasneHus).
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2. B pasgene YdeTHble 3anucu Mosib3oBaTenied M cemeiHas
6€30MacHOCTb LLENKHUTE YCTaHOBUTb POAUTE/IbCKUI KOHTPO/Ib
[LNA BCEX NoJib3oBaTenei.
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3. BbibepuTe yyeTHylO 3anucb OOLIYHOrO MoOAb30BaTeNdA, AN
KOTOpPOW c/ledyeT BK/AOYUTb POAUTENBCKMI KOHTPOAb. ITO
JenaeTcA KAMKOM Ha WMKOHKe Y4YeTHOW 3anucu (Hanpumep,
PebeHoOK), mocne 4yero Bbl MonNagere B OKHO HaCTPOeK
orpaHuyeHuii. (Ecan yyeTHaa 3anmcb 06bIYHOrO MoJsib3oBaTeNs
elwe He HacTpoeHa, BblbepuTe napametrp Co3aaTb HOBYHO
YYeTHYIO 3aMucb).
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4. Bblbepute NyHKT BKAHOYNUTL, MCMONb3YA TEKyLLMe NnapameTpbl.

HaCTpOVITe napameTpbl npegnaraembix OrpaHMHEHMVI.
{ mr - LE— S
)

‘ L L ' e r—

® b o e e

Ecrv B npouecce BKAKOYEHUA POAUTENIbCKOTO  KOHTPOAA
onepauunoHHasa cuctema byaeT npeanaraTb COBEPLUUTD eLLe KaKue-To
AencTeusA (He yKasaHHble B 3TOM NopsAaKe), cieayiite ee noackasKkam.
Hanpumep, ecnn Ha Bawel y4yeTHoOW 3anucu (C  npaBom
agMWHKUCTPaTOpa) He ycTaHoBAeH Maposib, To OC NpeanoXut ato
caenatb,

YyTObbI pebeHOoK He CMOr B Hee BOMTM M MOMEHSTb HAacTPOMKN CBOEM
y4YeTHOW 3anucu.

Mocne BKNHOYEHUA POAUTENBCKOTO KOHTPOAS ANA YYETHOM 3anmcK
06bI4HOTO MNO/Ib30BaTeNs, KOTOpPas HasHauyeHa pebeHKy, MOMXKHO
HACTPOWUTb OTAE/IbHble NapameTpbl KoHTpons. B Windows 7 moKHO
YCTaHOBUTb: OrpPaHUYeHME BPEMEHW, MPOBOAMMOro pebeHKom 3a
KOMMbIOTEPOM, 3aNpeT Ha JOCTYyN AeTel K OTAEeNbHbIM UFPam, 3anpeT
Ha UCNo/Ib30BaHMe onpeae/ieHHbIX MPOrpaMm.

CpeactBa  poauTenbckoro KoHTposa Windows 7  MOXKHO
CyLeCTBEHHO pacWwWupuUTb, YCTAHOBMB KOMMOHEHT CemeWnHas
6e3onacHocTb U3 Habopa Windows Live. B 3Tom cny4vae oTKpbIBatoTCA
O0MNO/HK-

Te/NbHble  BO3MOMKHOCTWU: Beb-PuAbTp, Co3JaHME OTYeTOoB O
OEencTBuAX, 3anpocbl Ha pa3speweHune. [ogKAUYUTb KOMMOHEHT
MOXHO Ha BK/MagKe PoanTenbCKuii KOHTPOb.

12
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Windows Vista

Y100bl BKNIOUUTL POAMTENbCKMI KOHTPONb ANA CTAaHAAPTHOM
YYETHOW 3anMcK Nonb3oBaTena:

1. B pasgene VYdyeTHble 3anucu nNosb3oBaTenell Bblbepute
3afaHue poaUTEeNbCKMUX 3N1eMeHTOB YynpasneHuA. Bsegute
naposb
aAMUHUCTPATOpPa UM NOATBEPXKAEHUE Napons, eCniv NOABUTCA
COOTBETCTBYHOLWMI 3anpoc.

2. Bbibepute CTaHAAPTHYIO YYETHYHO 3anucb, A0S KOTOpOU
cnepnyet BKAOYUTL POAUTENBCKUIA KOHTPOb.

3. Brpynne PoauTenbCKUin KOHTPO/b BbibepuTte BK..

Mocne BKAOYEHMA A9 YYETHOM 3anucK pebeHKa poanTeNbCKOro
KOHTPON MOHO  HAaCTPOWUTb  MHAMBUAYa/NbHble MapameTpbl
KOHTponsA. B Windows Vista MOXHO YCTaHOBWTb OrpaHu4YeHue
BpemeHu, NPOBOAMMOro pebeHKOM 3a KOMMbIOTEPOM, YCTaHOBUTbL

13



3anpeT Ha A0oCTyn p,eTeiz'l K OTAENIbHbIM UFPam U Ha UCMNOJ/Ib30OBaHUeE
onpeaeneHHbIX MPOrpamm.
Windows 8

[NA HAacTPOMKKM orpaHMYeHmna AocTyna Ha komnbtoTepe ¢ OC
Windows TpebyeTcs co3gaTb An1a pebeHKa oTaebHbIA aKKayHT 6e3
agMUHUCTPaTopckux npas (MaHenb ynpasaeHusa — YueTHble 3anmcu
nosnb3oBaTenen).

BKNtoYeHME pPOAUTENbCKOrO KOHTPOAA AN YYETHOM 3anucu
06bI4HOro Nosb3oBaTeNs:

1. B OKHe YuyeTHble 3anncK nosib3oBaTesiei NepenT No cCbljike

CemeiHan 6e30nacHOCTb HA NEBOM NaHeNM BHU3Y.
2. B oTKpbiBLIEMCA OKHE BbIOpaTh YYETHYHO 3aNUCh, 419 KOTOPOW
TpebyeTca M3MEHUTb NapameTpbl ceMenHoM 6e3onacHoCTH.
3. B HMXKHEW 4YacTu OKHa Bbl YBMAWUTE CMUCOK [AOCTYMHbIX
bYHKLMIA cemenHoM 6e3onacHoCTU. B HacTpoKax Bbl MOXKeTe
yKa3aTb:
® KaKue caiTbl MOXeET NpocMmaTpmBaTb pebeHOoK, yCcTaHOBMB
YPOBEHb OFPaHNYEHNSA B 3aBUCUMOCTM OT KaTeropmm v TMna
coAepMmoro caiToB (B pasaene Beb-punbtp);
® YCTAHOBWUTb IMMWUT BPEMEHU MOJIb30OBAHUA KOMMbIOTEPOM
AW onNpeaennTb, B KaKOM NPOMENKYTOK BpeMeHN pebeHOoK
MOMKET NoNb30BaTbCA KOMMbOTEPOM (pasgen
OrpaHuyeHne BpeMeHu);
® BblOpaTb MPUNONKEHMUA, KOTOpble pebeHKy NOo3BOSEHO
3anyckaTb (pasgen OrpaHMYeHUe NPUIoKEHUN);
® OnpesennTb CrUCOK WUrP, KOTOPble MOXET CKauMBaTb M
OTKpbIBaTb pebeHOoK (pasaen OrpaHUYeHUs ans urp).

Ecnm B npouecce HAcTPOlMKK cny»Kbbl cemeliHoOM He3onacHoCTH
onepaunoHHasa cuctema byaeT npeanaraTb COBEPLUNTD ELLLE KaKMe-To
AencTBusA (He yKasaHHble B 3TOM NOPAAKE), cieaynTe ee nogcKkasKkam.
Hanpumep, ecan Ha Bawel Yy4yeTHOM 3anucu (C  npasBom
aAMWHUCTPATOPA) He yCcTaHoB/AEeH naposb, To OC npeanoXkut 3To
caenatb, YTobbl pebeHOK He CMOT B Hee BOMTM M MOMEHSATb HAaCTPOMKHM
CBOEWN YYETHOM 3anuncK.
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3awmTa C NOMOLLbI HAaCTPOEK cmapchOHa

MobunbHas onepaumMoHHasn cuctema iOS

Ha yctpoiictee iPhone u iPad MOXHO BKAOUYUTE GYHKLUMIO

OrpaHuyeHus.
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MNepenguTe B MeHto HacTpoku = OCHOBHbIE.

Bbibepute nyHKT OrpaHuyeHus.

BbibepuTe NyHKT BKAOUUTL OrpaHUYEeHUA U BBEAUTE NapOoib.
B paspgene PaspelueHHbIN KOHTEHT B NyHKTe Bo3pacTHOM ueH3
yKasaTtb Poccuma.

w——— g 0
s Onpamemns

Hactpodea  Omwesar
Beannre L ]
%
&=
1 2 3
4 6
7| 8 |8

s



5. YctraHoBUTb BO3pPacCTHble OrpaHn4YeHnA MOXHO N B OTAE/IbHbIX
nporpammax.
Google Android

PoaAnTeNbCKUI KOHTPONIb He NpPeayCMOTPEH, HO MOXHO HaMTu
6onee 500 npunoOXKEeHWI, FrOTOBbIX 3alLMTUTL Bawero pebeHka —
AOoCTaToyHO Habpatb Parental Control B noucke un BbiGpaTb Mo
OT3blBaM

noaxoasuee.
> - <= (5] =3
(o & e

2@ FEANGE

Microsoft Windows Phone 8

®yHKumMa Nokia Kid’s Corner aBTomatnyeckm 6J10KMpyeT AoCTyn K
MHTepHeTY W paenaeT HEBO3MOXKHbLIM COBEpLUEHWE TOKYMoK. B
HacTponKax ¢yHKumm Nokia Kid’s Corner moXKHO BblOpaTb KOHTEHT
(My3bIKy, BUAEO AN UTPbI) UAK NPUIOKEHMA (Kamepa, Nieep UT. 4.),
KoTopble 6yayT AOCTYNHbI Manbllly, a TakxKe yctaHoBuTb MNH-Kog
AN 3aWMTbl OCHOBHbIX GYHKUMIA M MHGOPMALMK Ha TenedpoHe.

3aLLl,l/ITa C NOMOLW,bO HACTPOEK NMONCKOBbLIX CUCTEM

TyT, npexae BCero, UMeeT CMbIC1 HACTPOUTb POAUTENbCKUIA
KOHTPOAb B cuctemax AHaekc n Google. 310 meHee rnobanbHbIi
6apbep No CpaBHEHMUIO C NPeAbIAYLLMMU, U IyYLle ero UCNob30BaTh
B COYETAHMM C ApYrMMM 3awmTamu. Mpenmyluectso aToro cnocoba B
NpocToTe, a HeA4OCTaTOK B TOM, YTO Bbl6OP MOMCKOBbLIX CUCTEM HE
orpaHuumBaetca fAHAeKc M Google M MOXKHO BOCMONb30BaTLCA
APYroil, rae HacTpoOMKM He ycTaHoBAeHbl. Kpome Toro, Tak
3alLMLLAETCA TO/IbKO MOMCK.

16



CemeliHbl MOUCK AHAEKC

NounckoBaa cuctema AHAEKC NO3BOAAET HACTPOUTb YPOBEHb

bUNbTpaLMK: CcemelHbI MOWUCK, YMepeHHbIn ¢unbTp u 6es
OrpaHUYEHN.

1. MepeirT No ccbinke Hactpoliika (LectepeHka), pacnonoxeHHo! B
BEPXHEM YacTu CTPaHULbI.

N-—% O

2. BbibpaTb pasgen HacTpoiKka pesynbTaToB NomucKa.

Snaexc waCTDN
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3. B pasgene O6nactb noucka BblAennUTb B OuabTpaLmm CTpaHuUL,
KHOMKYy CemelHbIN MOUCK.
4. OtmeTnTb COXpPaHUTb U BEPHYTLCA K MOUCKY.

e M e - — - - -
Ahaexc NASTRGRNE — Be/ITaTm Nowcza

Wosnesassmn woeyunrt

Crpmanmis pevyniaiee

e — —— —

- _:__@ E———

L A——
BesonacHbIn nonck Google
MouckoBasa cuctema Google No3BONSET HE TOJ/IbKO YCTaHOBUTb
HacTPOMKM, HO WM 3aWUTUTb MX TakMm obpasom, 4TobbI Apyrue
No/b30BaTE/IM KOMMbOTEPA HE MOT/IN UX USMEHMUTD.
1. B pasgene HacTpoliKM, KOTOPbIM HAxXo4MTCA Ha TNaBHOM
CTpaHuLe BHM3Y, BbIbpaTh pasgen HacTpoliku noumcka.
I

Google
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2. OTmeTuTb TranoykoM He  nokasbiBaTb  HEMNPUCTOMHbIe
pe3ynbTatbl. YTOObI pebeHOK He MOr M3MEHUTb HaCTPOMKM
MOMCKA, MOXHO BKAOYUTb 3alMTy HacTpoeK besonacHoro
MoucKa.

Srememen ee e pomponrens

3. Haxatb KHonKy COXpaHWUTb BHU3Y CTPaHMULLbI.
3awmTa C NOMOLLbIO HAaCTPOEK 6pay3epa

Bpaysep — 3TMM MyApeHbIM CI0BOM Ha3sbiBaeTcA NPOrpamma,
KOTOpaa Mo3BOASeT MPOCMaTpPUBaTb CalTbl M KOTOPOM MoJb3yeTcs
KaXKabli, KTO BbIXOAUT B WHTepHeT. ITO M3BeCTHble BCeM
nonbsosartensm Internet Explorer, Chrome, Opera, Mozillaun T. a.

Huke npuBeaeHbl 0COBEHHOCTU N HAaCTPOIKKM besonacHocT ana
OCHOBHbIX 6pay3epos.

B sTom cnocobe 3almMThl raBHOe MNOHMMATb, YTO Bpay3epos Ha
CerofHALWHWM AeHb AO0CTaTOYHO MHOIO 1 Ha OHOM KOMMbOTEPE UX,
Kak MpaBWno, YCTaHOBNEHO HeCKo/AbKo. Ecan Bbl  HacTpouau,
Hanpumep, Opera, a Chrome ocTaBuim 6e3 BHUMaHMA, TO C NTOMOLLbIO
BTOpoOro 6paysepa MOXHO 6ecnpenaTcTBEHHO NOMNacTb Ha BpeaHble
CanTbl.

M36erkaTb 3TOr0 MOXKHO, YCTaHOBUB AETCKUIN MHTepHeT-6pay3ep
«lorynb» (http://www.gogul.tv/) — 6ecnnatHoe pacwupeHve ans
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6pay3sepa Mozilla Firefox. OH obecneynT poanTeIbCKUn KOHTPOJIb U
orpaHunyeHns getei B CeTn OT HexXenaTelbHOro KoHTeHTa. Aaa
Toro, u4Tobbl AETM He Mno/Ab30BajAUCb ApyrMm  Bpaysepom,
pa3paboTaHo gonoaHuTenbHOe NpunoxeHune —Angry Duck, koTopoe
6/10KMpyeT BO Bpema cBoen paboTbl Bce bpay3epbl, 32 UCKIIOYEHUEM
«loryna». Ero

TaKXe MOXHO CKa4aTb C caiTa http://www.gogul.tv/.

HacTtponku gna Google Chrome

1. Co3gaTb v BOMTW B aKKayHT Google.

2. HaxaB B BepXxHEM 4acTu CTPaHULbl KHOMKY HacTpoiika u
ynpasneHne Google Chrome, B KOHTEKCTHOM MeHIO BbIbpaThb
NYyHKT HacTponku.

3. B pasgene [Monb3oBaTeNN HYXKHO Ha)KaTb KHOMKy [ob6aBuTb
nosb3oBaTens.

4. B okHe Co3fmaHMe aKKayHTa no/sib3oBaTensa BblbpaTb
n3obparkeHne 1 UMA 414 HOBOro NONb30BaATENA.

5. AKTusuposaTb NYHKT KoHTpoanpyemblit npodune,
ynpasasemblit nosnb3osatenem user@gmail.com, a 3atem
HaaTb Ha KHoMKy Co3aaTb. J1a KOHTpoanpyemoro npoduns,
Haxo4AWeroca nog, pPoAMTE/NIbCKMM KOHTposem Xpoma, no
YMOMYaHWIO BKAOYEeHA ¢yHKUMA BesonacHbli nowck. Mpu
BBOZE OonpeaeneHHblX 3anpocos B Hpaysepe Google Chrome
He 6yAyT NOKA3blBATbCA pPe3yabTaTbl NOMCKOBOM BblAauK.

6. Monb3oBatenb C KOHTpo/avMpyemoro npoduna  moxet
3aMpocuTb AOCTYN K KOHKpPeTHOMY caiTy. B pasgene 3anpochbl
Bbl MOXKeTe o0[006pATb MAM OTKAOHATb MpaBa A[ocCTyna K
KOHKPETHbIM

cavTam.

7. Bpasgene CTaTUCTUKA cOAepPHKATCA AaHHbIe O MPOCMOTpPeE BeD-
CTpaHuL. 34ecb Bbl YBUAWUTE, KaKue CaWTbl MNoOCeL,anmchb
pebeHKOM, CKOJIbKO pa3 Mocellasncb 3TW CalTbl, a TaKXKe B
KaKoe Bpems Obln 3TU NoceLleHns.
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HacTtponku gnsa Internet Explorer

1.

Cepsuc —-> CsoilctBa obo3peBatens —-> CogepXaHue -
OrpaHunyeHmne goctyna - BraounTb.

B OTKpbIBLUEMCA OKHE MOMKHO BblbpaTb OrpaHMYyeHMA [0CTyna
BalLero KOMMbOTEPA K MaTepmnanam BceMmMpHOM nayTuHbI.
BBecTv maposab, C NMOMOLLbIO KOTOPOrO0 MOMKHO YCTaHABANBATb U
CHMMATb OrpaHUYEHMA Ha MPOCMOTP, KOrAa BamM TOFO 3aX0-
yeTcs.

B Internet Explorer 8 Ha TOW e 3aK/iagKe ecTb KHOMKa
PoanTenbCcKMin KOHTPOb.

Hactponku gna Mozilla Firefox

BonguTe B HacTpoikm Bpaysepa: Mpaska - HacTtpoitku.

Bo Bkiagke OcHoBHble BbibepuTe Mpu 3anycke Firefox: MNokasaTb
AOMALLHIO CTpaHuLyY.

B none JomaluHAa cTpaHUUa HabepuTe:

http://family.yandex.ru.

HaxxmuTte OK.

HacTtponku ana Opera

1.

Bolante B HacTponkmM bpaysepa: Opera - Hactpoitku - Obwme
HaACTPOWKM.

Bo Bknagke OcHoBHble Bblbepute [pu 3anycke: HayaTb C
AOMALUHEN CTpaHuLbI.

B none JomaluHAn HabepwuTe: http://family.yandex.ru.

HaxxkmuTte OK.
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3almMTa C MOMOLLbIO NpoBaiiaepa U
onepaTopoB COTOBOW CBA3U

NHTepHeT-npoBaiigep — 370 Ta dUpMa, KoTopas NpesocTaBiseT Bam
BO3MOXHOCTb  BbIXoguTb B  WMHTepHeT. MHorve npoBangepbl
npefocTaBnAlT  ycayry «besonacHblit  MHTepHeT». 06  ycnoBuax
NOAKNOYEHUSA MOXKHO Yy3HATb B OpMCax WAM Ha CalTe KOHKPETHOro
nposagepa. Ecnv  HeT  KefaHMA M BO3MOMKHOCTM  camomy
BOCMO/1b30BaTbCA CNocobamm, ONMCAHHbIMM BblLLE, MOXKHO 0BPaTUTLCA 33
3TOM ycnyro K Bawemy nposangepy. Torga WMHTepHeT Ha Bcex
YCTPOMCTBax B fome byaeT 3alupiLeH.

AHanornyHble ycayrM NpPefoCcTaBAAT W onepaTopbl MOOUAbHOWN
CBA3M, KOTOpble MO CyTWM Jena TOXe SABAATCA NpoBaligepamu
MobunbHoro MHTepHeTa.

MTC

AHTMBUPYC C PYHKLMEN POAUTENBCKOIO KOHTPOIA NO3BOUT 3aLUUTUTD
Ball KOMMNbOTEP OT BCEX OCHOBHbIX BUA,0B CETEBbIX YrPO3.

Ycnyra «[llepekntovyaemble npoduan» MNo3BOAAET HACTPOUTb Ha
ycTporicTee Npoduam pasHoro ypoBHA AocTyna K ceTu: «CTaHAaPTHbINY,
«PacwmpeHHbIA» 7 «MaKcManbHbIN». Cucrtema 610KkupyeT
onpeaeneHHble NOPTbl M NPOTOKO/IbI, YTO FAPAHTUPYET BbICOKYIO CTe-
neHb 3aLWnTbl OT BPE4OHOCHOFO MHTEPHET-TPaduKa.

MeradoH

Ycnyra «leTcknin UHTepHeT».

BunainH

«PoauTenbckuii KOHTPOAb» B «[omalwHem UHTepHeTe» npeanaraet
3alWmMTy gomalHero MK no Tpem napameTpam: orpaH14YeHmne No Bo3pacTty
(orpaHWyYeHMe KOHTEHTa), OTYET O MOCELEHUN M OrpaHuyeHue no
BpEMEHMU.



bonee pgetanbHyto MHGOPMALMIO UMEET CMbICA Y3HaBaTb B odpucax u
Ha CcaMTax MHTEPHEeT-NPOBanAEepoB M OMnepaTopoB MOOU/IbHOM CBA3W,
yCayramm KoTopbiX No/ib3yeTech Bbl U BalLUW AETW.

3alWmTa C NOMOLLbID CneumanbHOro
nporpamMmmHoOro obecneyenusn

B 3akntoyeHUM Hawero o063opa CnocoboB 3awWuUTbl OT BPEAHOro
KOHTEHTa B MHTepHEeTe KOPOTKO CKaXKem O creuuMasbHbIX Nporpammax,
KOTOpble MNOMOryT BaM peWuTb 3Ty 3afady. ITU  NPOAYKTbI
pacnpoCTpaHAOTCA Kak 6ecniaTHo, Tak M Ha KOMMEPYECKO OCHOBE UK
B NaKeTe aHTUBUPYCHbIX MPOrPaMMm.

becnnaTHble nporpammel

«MHTepHeT LleH3op» ycTaHaBAMBAEeTCA Ha  KOMMbIOTEP MOA
ynpasneHnem MS Windows n obecneunsaeTt ¢punbTpaLmio 418 Bcex Beb-
6paysepos v nporpamm (http://icensor.ru).

Mporpamma «UHTepHeT LleH3op JlaWT» ycTaHaBAMBAeTCA KakK
JonosHeHne K Beb-6paysepy Mozilla Firefox u obecneunBaer
buNbTPaLMIO TONbKO ANa AaHHOro 6paysepa.

Cepsuc NetKids npegHasHayeH A1 HACTOALWErO POAUTENIbCKOrO
KOHTpONA Hag geTbMu B MHTepHete (http://netkidscontrol.ru). Cepsuc
NetKids no3sonser 610KMPOBATL A[OCTYN K CalTam, coAepKawum
CeKCyaNbHbI, arpeccuBHbI, MOLUEHHUYECKMIA  KOHTEHT, Aenaet
HEeAO0CTYNHbIMM CaTbl, MPONAraHAMPYOLWME HAPKOTUKU U HE3[,0pO0BbIN
06pas KU3HW.

KommepquKoe nporpammHoe obecnevyeHune

KinderGate Poautenbcknit  KoHTponb  (Windows, Linux) -
NpPOrpaMmHbIii MOAYb C NPOCTbIM U YA0BHbIM MHTEpPdENCcOM U TMBKUMM
HaCTpoWKaMM, He TpebyroLW it CO34aHNA OTAEIbHOMO AETCKOro akKayHTa.

«PoanTeNbCKUIA KOHTPONb» B aHTUBUPYCHbIX MPOrpammax:
McAfee, TrendMicro, Kaspersky Lab, Eset (NOD32), Symantec
(Norton), paspaboTka poccuiickoit KomnaHuu Etensys — nporpamma
KinderGate.
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Pe3ynbTaTtbl TECTOB Nporpamm Ha 3pHEeKTUBHOCTb MOMKHO NOCMOTPETb,
Hanpumep, 3aecb: http://www.anti-malware.ru/.

Kyaa moxxHo obpatutbeca?

NnHna nomowm « ety OHNanH»

Ecan Bbl Hy)KpaeTecb B KOHCY/bTalMM Crleunanmcta no BONpocam
6e3onacHOro Mcnonb3oBaHMA MHTepHeTa UAKM ecnu Baw pebeHoK yxke
CTONIKHYACA C puckamu B CeTn, obpaTUTecb Ha IMHMIO NOMOLLM «[eTu
OHnatH» no TenedoHy: 8-800-25-000-15 (3BoHOK no Poccuu
6ecnnaTHbii). Ha AMHUKM nomoLm NpodeccMoHanbHYH MCUXOI0TMYECKYIO
M MHOOPMALMOHHYIO MNOAAEPKKY OKa3blBalOT McMxonorn ¢akynbteTa
ncuxonornm MY umenu M. B. JlomoHocoBa n ®oHpa Passutua MIHTepHeT.
JInHus paboTaeT c9 40 18 (N0 MOCKOBCKOMY BpeMEHM) No paboumm gHAM.
TaKKe cBOM BOMPOCHI MOXKHO 3a4aTb, OTNPABUB NMUCbMO MO 3/1EKTPOHHOM
noute: helpline@detionline.com.

«Topsyasa amHmax» LleHTpa 6e3onacHoro MHTepHeTa B Poccun

«lopAvaa AnHUA» no3sonset Ao6bOMy NONb30BaTENO COOOLWMTL O
NPOTUBOMPABHOM KOHTeHTe B CeTu. AHanutukm «lopaven AMHUUY
OCYLLECTBAAIOT MPOBEPKY BCEX COOOLWEHNN U nepenatoT UHOPMaLmUto
XOCTUHI- WMAW KOHTEHT-NpoBaigepy (B pAge cayvyaes — perucrpatopy
[OMEHa) € Luenbto NpekpaLeHns obopoTa NPOTUBOMNPABHOIO KOHTEHTA, a
TaKXe B YCTAaHOBJ/IEHHbIX CAy4yaAXx — B MPABOOXPAHWUTENbHbIE OPraHbl.
CepBuC ABNAETCA aHOHUMHbIM M HecnaaTHbIM.

Ecnm pebeHoK nonyuymn oT MHTepHeT-cobecegHUKA Yrpo3y, XamcTBo,
ockopbneHue, coobwmte 06 3Tom B «lopAdylo AuMHUIO» LleHTpa
6e3onacHoro MHTepHeTa B Poccumn: www.saferunet.ru.

YNo/sIHOMOYEeHHbI Mo npaBam pebeHKa B CaHKT-lNeTepbypre

ObpalleHnMe MOMKHO  OTNpPaBUTb  4Yepe3 odUUMANbHBLIK  CalT
YnonHomoueHHoro: http://spbdeti.org/ waM no anekTpoHHOW nouTe:
spbdeti@mail.ru. TenedoH npnemuolii: (812) 576-70-00.

Jetckunit «TenedoH posepusa»
TenedoHbl eAMHOM KPU3UCHOW CyKObl AN AeTel, NOAPOCTKOB U UX
poauTteneii: 004, (812) 576-10-10, 8-800-2000-122.



PeecTp 3anpeLieHHbIX CanToB
3pecb MOXHO  Mogatb  Kanoby  Ha  omacHbIM - pecypc:
http://eais.rkn.gov.ru/.

25



*
¥

www.sphdeti.org
Tea. (812) §76-70-00

Vit
b4 no
&

a o
P " Nerepbypre




