NHO®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIIMXCS 1J151 PASMEIIEHMS
HA OPUIHUAJIBHBIX UHTEPHET-PECYPCAX

C Ka)KIpIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTLCS OO0JIbIIIE, a IITKOJIbHUKN
OJIHM W3 CaMbIX aKTHBHBIX IIOJIb30BaTele PyHera. Mexay Tem, ITOMHMO
OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U MPOOJIEMbI. JTa MaMsATKa
JIOJ>KHA TOMOYb TeOe 0e30IMacHO HaXOQUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMmmbioTepHblii BUPYC - 3TO Pa3HOBUIHOCTH KOMIBIOTEPHBIX POTPaMM,
OTIIMYUTEIBHON 0COOEHHOCThIO KOTOPOM SIBJISIETCS CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT MOBPEAUTH WM MOJHOCTbIO YHUUYTOXHUTh
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3allyllleHa 3apaKeHHas MPOrpaMMa, a TakXKe MOBPEAUTh WIM JaKe YHHUYTOXUTb
OTIEpAIIMOHHYIO CUCTEMY CO BceMH (aiizamu B 1iesoM. B OOJIBLIIMHCTBE CilydaeB
PacpOCTPaHsAIOTCS BUPYCHI Uepe3 UHTEPHET.

MGTOI[BI 3allUThI OT BPCAOHOCHBIX IIPOI'paMM:

1. Mcnionp3yil COBpeMEHHBIEC ONEPAIIMOHHBIE CHUCTEMBI, UMEIOIIINE CEPhE3HBIN
YPOBEHbB 3AIIUTHI OT BPEIOHOCHBIX ITPOrPaMM;

2. IlocrossmHo ycranaBnuBaii mauth (1UGPOBBIE 3arUIaTKH, KOTOPHIC
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C IIEJbI0 JOPAOOTKHM MPOTpaMMbl) U ApPyTHe
OOHOBJICHUS CBOEH OTEepaImOHHON cucTeMbl. CKauynMBai UX TOJIBKO C O(UITUATBEHOTO
caitta pazpadborunka OC. Ecnu cymecTByeT pekuM aBTOMaTHYECKOTO OOHOBJICHHUS,
BKJIFOUH €T0;

3. Pabotaii Ha cBoeM KOMMBIOTEpPE TMOJ TpaBaMU TOJIb30BATENsd, a HE
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrPaMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATLHOM KOMITBIOTEPE;

4. Hcnone3y#h aHTUBHPYCHBIE TMPOTPAMMHBIE TPOIYKTHI  H3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI IOCTOPOHHUX JIUIT;

6. Vcnonb3yii BHENITHUE HOCUTETT HMH(POPMAIIUU, TaKWE KakK (DIIerKa, TUCK Wi
¢aiin u3 uHTEpPHETA, TOJIHKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBail KOMIbIOTEpHBIE (ailsibl, MOJYyYEHHBbIE M3 HEHAJEKHBIX
UCTOYHHUKOB. Jlaxke Te (ailybl, KOTOpbIEe MPUCIaT TBOM 3HaAKOMBIH. Jlydiie yTouHu
y HET0, OTIPABJISUI JIU OH TeOe uX.



Ceru WI-FI

Wi-Fi - 910 He BuJ nepeaun JTaHHBIX, HE TEXHOJIOTHS, a BCErO JIMIIb OpPEHI,
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeH[I
"WECA", uto o6o3Havyasio cnoBocouetanue "Wireless Fidelity", koTopsiii
MepeBOUTCS Kak "0ecrnpoBOHAs TOYHOCTh".

Jlo Hamero BpeMeHu Joliia Jipyras abopeBuaTypa, KOTopasi sSIBISI€TCS TaKOu
e TexHojoruen. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C
HaMEKOM Ha CTaHJapT Bbicuiel 3BykoBoi TexHuku Hi-Fi, yTo B mepeBoje o3Havaer
"BBICOKAsi TOYHOCTB'".

Ha, OecrnaTHbIA MHTEPHET-AOCTYH B Kade, OTeNsIX M a’dpornopTax SBIISIETCS
OTIIMYHOM BO3MOKHOCTBIO BBIX0/1a B HUHTEpHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, UTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CogeTsbl 110 0€301aCHOCTH Pa0OTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JimuHyr0 HHpOpMaIuio gepe3 oomenoctymnabie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJUTDH MApOJId JOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Ucnonb3yil © OOHOBIISI aHTUBUPYCHBIE MpOrpaMMbl U Opanamayep. Tem
CaMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPOUCTRO;

3. IIpu ucnonbzoBanuu Wi-Fi otkimtoun pynkuuio "OO0muid 1oty K ¢aiinam
u npuHtepam". J[aHHas (yHKUMS 3aKpbiTa MO YMOJYAaHHIO, OJHAKO HEKOTOpbIE
MOJIb30BATENM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIOJIb30BaHUs B paboTe min yueoe;

4. He wucnonb3yit nyonuuasii WI-FI mgis mepenaum JuUYHBIX JTaHHBIX,
HanpuMep ISl BBIXOJIA B COIIUANIBHBIE CETH WJIH B JIEKTPOHHYIO MOYTY;

5. Wcnonp3yit Tonpko 3amuuieHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B MoOunbHOM Tenedone orkimoun (yHkiuio "lloakmouenne k Wi-Fi
apTomatnuecku". He nomyckali aBTOMAaTMYECKOTO MOJKIIOUYEHUS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cornacusi.

ConnajbHble CeTH

CornuanbHbIe CETH aKTUBHO BXOJIST B HAITy KU3HB, MHOTHE JTIFOU padOTAaIOT U
KUBYT TaM TOCTOsIHHO, a B Facebook yke 3aperncTpupoBaH MUJLIAAP] YEIIOBEK,
YTO SIBJISIETCSI OJHOM CeAbMOM BCEX JKUTEJIEH ILIaHeThl. MHOTHE ITOJIb30BaTEIN HE
MOHUMAIOT, YTO WH(POpPMAIHs, pa3MEINIeHHas UMU B COIMAIBHBIX CETSIX, MOXKET
ObITh HaliileHa W WMCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJIaruMU HAMEPEHUSIMHU.



OcHOBHEBIE COBETHI 10 0€30IaCHOCTH B COMAJIBbHBIX CCTAX:

1. Orpannyb cIUCOK apy3ed. Y TeOs B APY3bAX HE TOJHDKHO OBITH CIIy4alHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuiiai cBO 4acTHYIO *KU3Hb. He yka3biBail mapomu, TenedoHsl, aapeca,
JaTy TBOETO POKICHUS U IPYTYIO JINYHYIO HHPOPMAIHIO. 3TTI0yMBITUICHHUKHA MOTYT
UCIIOJIb30BaTh Jlaxke MH(POpPMAIMIO O TOM, KaK Thl U TBOM POJUTENH IUIAHUPYETE
MPOBECTH KAaHUKYIIBL;

3. 3amuinaii CBO pemnyTaIuio - AEPKH €€ B YUCTOTE U 3a7aBail cebe BOIpocC:
X0Tell OBl Thl, YTOOBI APYrHe TOJIB30BAaTEIM BHJICIH, YTO ThI 3arpykaemb?
[Toxymaii, mpeskie 4eM 4TO-TO OIyOJIMKOBATh, HAITUCATh U 3aTPY3HTh;

4. Ecnu Tl TOBOPHUILb C JIOJbMHU, KOTOPBIX HE 3HAEIIh, HE HUCIOJIb3YH CBOE
peajgbHOe UMS U JIPYTYIO JTUYHYI0 MH(OpMAIUU: UMs, MECTO >KUTENIbCTBA, MECTO
y4eObl U pOYee;

5. U306erait pazmenienus gororpaduii B MIHTEpHETE, T/Ie THI M300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPECIUTh TBOE MECTOTIOJIOKEHHE;

6. [Ipu perucrpaiiuu B COIMAIbHON CETH HEOOXOAMMO UCTIOIb30BaTh CJI0KHbBIE
MapoJIu, COCTOSIINE U3 OYKB U ITUGP U C KOJUYECTBOM 3HAKOB HE MEHee §;

7. Jlnig conuanbHOM CETH, MOYTHI U JPYTUX CAUTOB HEOOXOIMMO UCTIOJIb30BATh
pasHble napoiiu. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKH TOTy4YaT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBbIE IEHbI'H

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YAOOHBIM CHOCOO TIUIATEXEH, OTHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOTYyYUTh 3TU JCHBTH.

9J’ICKTpOHHBIC JCHBbI'U IIOABHJINCH COBCEM HCIABHO U MMCHHO H3-3a 3TOI'O BO
MHOTHUX IrocyaapCTBax A0 CUX IMOP HC ITPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM (hyHKIIMOHUPYIOT M O HUX YK€ MPOTHCAHO B 3aKOHE, TJIe UX
pasnensoT Ha HECKOJIbKO BHUJIOB - aHOHUMHBIE M HE aHOHUMHBIC. Pa3Huiia B ToMm,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3perniacTcs MPOBOIAUTH OIepanuu 0e3
UACHTU(UKAIINY TT0JIb30BATEISI, @ B HCAHOHUMHBIX WICHTU(UKAIUS TTOTH30BaTEISA
SBJIIETCS 00S3aTEIILHOM.

Taxxxke criemyer pas3nuyaTh OAJIEKTPOHHbIE (UATHBIE JE€HbIUW  (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(dUaTHbIE JACHBIM (HE PaBHbI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHEBIE COBETHI IO O€30TaCHO pa60Te C 3JICKTPOHHBIMU NCHbI'aAMU:

1. IIpuBsiku K cueTy MOOUIIbHBIN TenedoH. DTO caMblil YIOOHBIN U OBICTPHII



croco0 BOCCTAaHOBHUTH JOCTYH K cuery. llpuBsizaHHBINA TeneoH MOMOXKET, eCiu
3a0yJenb CBOM IUIAaTEXHBIA IMapojb WM 3aiJellb Ha CalT C HE3HAaKOMOIo
YCTPOMCTBA;

2. Hcnonb3yit omHopa3oBble mnaposu. [locie mepexona Ha YCHUIIEHHYIO
aBTOpHU3aIMio TeOe yke He OyleT yrpokaThb OMNAaCHOCTh Kpakd WM IepexBaTa
IJIATEXKHOTO MapOJIs;

3. BoiGepu cinokHBIH maponb. IlpecTynHukam OyAeT He MPOCTO yraiaath
CJI0KHBIN Maposib. HaleXHble napo - 9T0 MapojiH, KOTOPBIE COIEPIKAT HE MEHEE
8 3HAKOB M BKIIFOYAIOT B C€0sI CTPOYHBIE M IIPOIMCHBIE OYKBBI, HU(PLI K HECKOIBKO
CHMBOJIOB, TaKM€ KakK 3HaK JoJuiapa, (yHTa, BOCKJIMIATEIBHBIM 3HAK W T.IL
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAalTax, KOTOPBIM HE JIOBEPSCIIIb.
JJIEKTPOHHAA MOYTA

DJIEKTPOHHAS TOYTa - 3TO TEXHOJIOTHUS W TMPENOCTABIAEMBIE €0 YCIYyTH IO
MEPEChUIKE U MOJYYCHUIO 3JIEKTPOHHBIX COOOIICHUMN, KOTOPhIE paCIpECIIsSIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBIM TMOYTOBBIA SIIUK  BBITJISIUT
CIIEAYIOIIMM 00pa3oM: UMl TOJIb30BaTENA(@WUMS_JIoMeHa. Takke KpoMe nepeaadu
MPOCTOT0 TEKCTa, UMEETCS BO3MOKHOCTh NIepeaBaTh (hauJibl.

OCHOBHBIE COBETHI 110 0€30MACHON padOTe C ANEKTPOHHOMN MOYTOM:

1. Hago BbIOpaTh mpaBUJIBHBIM NOYTOBBIM cepBuUC. B uHTEpHETE e€cTh
OTPOMHBIN BBIOOP OECIIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYUIlIE€ IOBEPATH TEM,
KOTO 3HA€IIb U KTO NIEPBBINA B PEUTUHTIE;

2. He yka3piBaii B TMYHOU MoYTe JIMYHYIO MH(popmaiuio. Hapumep, mydine
BbIOpaTh "My3bIKaIbHBIN _(panat@" unu "pok2013" BmecTo "Temal3";

3. Ucnonb3yi ABYXATaMHYO aBTOPU3ALMIO. DTO KOT1a IOMUMO NapoJisi HY>KHO
BBOAUTH KOJ, IPUChUIaeMbIid 10 SMS;

4. BeiObepu Cl0XKHBIN Maposib. s KaK10ro MO4YTOBOTO SIIIUKA JOJDKEH OBITh
CBOW HAJEXKHBIN, YCTOWYHUBBIN K B3JIOMY 1apOJIb;

5. Ecim ectb BO3MOXHOCTH HAIlMCaThb CaMOMYy CBOW JIMYHBIA BOIPOC,
HCTIOJIB3YH 3TY BO3MOXHOCTb;

6. Mcnosib3yii HECKOJIBKO MOYTOBBIX SIMKOB. [IepBbIi 1J1s1 YaCTHOM NEPENUCKU
C aJpecaTamMH, KOTOPBIM Tbl JOBEpSCHIb. JTO JJIEKTPOHHBIA aIpec HE HaJIo
UCIOJI30BaTh MIPU PETUCTpalMK HA (popyMax U cailTax;

7. He oTkpwiBaii (ailsibl U Jpyryue BIOKEHUS B NMUCbMaxX, JdaXXe €CIU OHHU
NPUIILIA OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOe ITH



(aitnbr;

8. Ilocie okoHYaHUs pPabOTHI HA IIOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKIIAIKH
Cc caiitoMm He 3a0yab HaXxaTh Ha "Beritu".

Kn0epOyajimHr UM BUPTYaJbHOE U3/1€BATEJIHLCTBO

KubepOymmar - npecie0BaHue COOOIIIECHHUSAMU, CoJIep KaIlIUMHU
OCKOpPOJICHMUS, arpeccuio, 3alyrUBaHuUe; XYJIUTAHCTBO; COIIMAJILHOE
OOMKOTHUPOBAHHKE C MTIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00PHOE ¢ KHOESPOYIITMHTOM:

1. He 6pocaiics B 60it. JIyummuii crioco0: MOCOBETOBAThCS KakK ce0s BECTH H,
€CJIM HET TOro, K KOMy MOXXHO OOpaTHThCS, TO BHAYaje YCIIOKOUThCSA. Ecim Th
HaYHEIIb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJIEHUS, TO TOJIBKO eIle OoJibiie
pa30oAOKeIb KOH(IIHKT;

2. Yupapisi cBoel kubeppemyTaiuei;

3. AHOHUMHOCTH B CETU MHHMas. CYIHGCTBYIOT CITOCOOBI BBIICHUTDL, KTO CTOHUT
3d AHOHUMHBIM dKKAYHTOM;

4. He crout BecTH XynuTraHCKuii o0pa3 BHUpPTyaJibHOW >ku3HU. MHTepHer
(buKCUpyeT BCE TBOM JIEHUCTBHSI W COXpaHSIET UX. YJIUTh UX OyJeT KpaiiHe
3aTPYyIHUTEIIBHO;

5. Cobnroail CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. UrHopupy#ét emnuHWYHBIM HeratuB. OIHOpa30BBICE OCKOPOHTEIHHBIC
COOOIIEeHHUsI Tydllle ITHOpHUPOBaTh. OOBIYHO arpeccus MpeKpanacTcss Ha HayaabHOU
CTaJIuU;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMU, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKUA COOOIICHUNA C
ONPENIEIICHHBIX aJPECOB;

8. Ecnu Th1 cBuaerens kubepOyiuHra. TBou AeMCTBUS: BBICTYNHUTH MPOTUB
npeciieoBaTeNs, MokKa3aTh €My, YTO €ro JACMCTBUS OLICHHBAIOTCS HETaTUBHO,
NOJAJIepXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTMYECKas MOMOIIb, COOOILIUTH
B3pOCJIBIM O (paKT€ arpeCCUBHOTO MTOBEACHUS B CETH.

MooOuiabHbIi TesedoH

CoBpeMeHHbIe cMapT(OHBI U MJIAHIIETHI COAEPKAT B c€O€ BIOJIHE B3POCIHbIN
(GyHKIIMOHAN, W TEHepb OHU MOTYT KOHKYpPHpPOBaThb CO CTallMOHAPHBIMU
KoMmnbioTepamu. OHAKO, CPEACTB 3aLIUTHI JIJIsl TOJOOHBIX YCTPOWCTB MOKA OUYEHB
Maso. TecTupoBaHue U MOUCK YSI3BUMOCTEN B HUX IPOUCXOJIUT HE TAK MHTEHCUBHO,



kak s [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX TTPHIIOKEHUH.

CoBpeMeHHbIe MOOUIIBHBIE Opay3ephl y)Ke MPAKTHUECKH TOTHAIA HACTOIBHBIC
aHaJlOTH, OJHAKO pacliMpeHue (QyHKIHOHANIAa BIEYET 3a COo00i OONbIIyIO
CJIO’KHOCTh U MEHBIIYIO 3AIIUIIECHHOCTb.

]_IaJ'IGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT 06HOBJ'ICHI/I51, 3daKPbIBAIOIIUC
KPUTHUYCCKHUC YA3BUMOCTH JJII CBOUX YCTPOﬁCTB.

OCHOBHBIC COBETBI JJI 0e3011acHOCTH MOOMIIBHOT'O TGJIG(i)OHaI

Huuero He sBifeTcs mo-HacTosimieMy OecriaTHbIM. Byab oCTOpokeH, Bellb
Korja Tede mpeayaratoT OeCIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IUIATHBIE YCIIYTH;

Hymaii, mpexie uem ornpaButb SMS, ¢hoTo miu Bu1eo. Thl TOUHO 3HAEIIb, TIE
OHM OyIyT B KOHEYHOM HTOTE?

Heo0xoaumMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(OHa;
Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMJIBHBIX TENE(POHOB;

He 3arpyxaii mpuiaoXeHHS OT HEHW3BECTHOIO HMCTOYHHKA, BEAb OHU MOTYT
COZIEPKATh BPEIOHOCHOE MPOrPaMMHOE 00ECIICUCHHUE;

[locne Toro xak Thl BBIAJEUIb C CaidTa, TJ€ BBOAWI JUYHYIO HMH(OpMaIuIo,
3aiiin B HACTpOIKK Opay3epa u yaaiu cookies;

[Teproaudeckn TpoBepsiii, KaKKe IUIATHBIC YCAYTd aKTHBHUPOBAHBI Ha TBOCM
HOMEPE;

JlaBaii cBOl HOMEp MOOWJIBHOTO Tele(poHa TOJIBKO JIOJSAM, KOTOPBIX TbI
3HACIllb U KOMY JIOBEpSEILIb;

Bluetooth nmomkeH OBITH BBIKIIIOYEH, KOrJa Thl MM HE ToJb3yenibes. He
3a0bIBail HOT 1A MPOBEPATH ITO.

Online urpsbi

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOUHBIE, 3aXBaTHIBAIOIINE Pa3BICUCHHUS,
00BEIUHAIOIINE COTHU THICSY YEJIOBEK M0 BceMy MUpy. Urpoku nccienyroT AaHHbIN
UM MHUP, OOILIAIOTCS IPYT C APYTOM, BBIMOJIHSIOT 3a/1aHus, CPAXKAIOTCSI C MOHCTPaMU
U TIOJIyYalOT OMBIT. 3@ yIOBOJICTBUE OHU IUIATAT: MOKYMAIOT TUCK, OIUIAYHUBAIOT
aOOHEMEHT UM MPUOOPETAIOT KaKKe-TO OMIIHH.

Bce ati cpeacTBa uayT Ha nmoaaepKaHue M Pa3sBUTHE UIPHI, 4 TAKXKE HA cCaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbBl ABTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTud (UQpPOBbIe 3aIIaTKU AJI IPOrpaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B nogo0HbIX UTrpax CTOUT OMACAThCS HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOPHU3ALMU OOJBITNHCTBA
urp.

OcHOBHEBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKAYHTA:

1. Ecniu npyroit urpok BeneT cels MIOXO0 WM CO3/aeT Tebe HEempUsITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Homanyﬁca AJIMUHHUCTPATOPAM HUI'PBI HAa INIOXOC IMOBCACHUC 3TOI'O UI'POKA,
KCJIATCIBbHO ITPHUJIOKUTDb KaKHUC-TO JOKA3aTCIbCTBA B BUIC CKPHUHOB,

3. He yka3biBaiil muunyto nHbopMaIuio B mpodaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii HeopuimaabHble TATYU U MOJBI,

6. Mcrionb3yii CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jaxxe BO BpeMsi UTPbl HE CTOUT OTKIIFOYaTh aHTUBUpPYC. [Ioka ThI urpaenip,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

DOUIIHHT WA Kpaika JIMYHBIX JaHHbIX

OOBIYHOI KpaXkell IeHeT U JOKYMEHTOB CETO/IHS YK€ HUKOTO HE yIUBHIIb, HO
C Pa3BUTHEM MHTEPHET-TEXHOJOTUH 3JOYMBIIUIEHHUKH IE€PEMECTUIIUCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "TIOOUMBIM" JIETIOM.

Tak mosBUIach HOBas yrpo3a: HWHTEPHET-MOIICHHWYECTBA WJIM (DUIIIHHT,
TJIaBHAs I KOTOPOTO COCTOWUT B IOJYYCHHH KOH(DHIICHIIMAIBHBIX JTaHHBIX
M0JIb30BATEJICH - JIOTMHOB U maposieil. Ha anrnuiickom si3bike phishing untaercs kak
¢ummnr (ot fishing - peioHas 108151, password - mapoJib).

OcHOBHBIE COBETHI TI0 00PHOE € (HUITUHTOM:

1. Cnenm 3a cBOMM akkayHTOM. Eciiu ThI TI0/103peBaetiib, 4TO TBOSI aHKETA ObLIa
B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKHPOBATh €€ M COOOMIUTH AJMUHUCTPATOpPaM
pecypca 06 3TOM Kak MOKHO CKOpEe;

2. Vcnone3yii Ge3omacHbie BeO-CalThl, B TOM YHUCJIE, HHTEPHET-Mara3uHoB H
MOMCKOBBIX CUCTEM;

3. HUcnonw3yil cioXHBIE W pa3Hble Mapoiau. TakuM oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JOYMBIIIICHHUKH TIOIYyYaT IOCTYIl TOJBKO K OJHOMY TBOEMY
poITIo B CETH, a HE KO BCEM;

4. Ecnu Te6s1 B31OMald, TO HEOOXOAMMO MPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX,
KOTOpBIE A00aBJIEHbI Y T€0s B APY3bAX, O TOM, YTO T€OS BIIIOMAIIN U, BO3MOXHO, OT



TBOETO UMEHH OYyJIeT pacChUIaThCS CaM U CChUTKU Ha (PUIIMHTOBBIE CANTHI;
5. YcranoBu HaaexHsblid napois (PIN) Ha MoOunbsHbIN TenedoH;
6. OTKIIIOUN cCOXpaHeHWe apoJisi B Opaysepe;

7. He oTkpeiBail ¢aiinpl U Apyrue BIOKEHUS B MUChMaX, JaXe €CIM OHU
NPUILUIA OT TBOMX Apy3el. Jlydllle yTOUHHM y HUX, OTIPABISIIM JIM OHH TEOE ITH
(aitnbl.

Mudposas penyramus

[udposas penyrainus - 3T0 HEraTUBHAS WM MO3UTUBHAS UHPOPMAIIUS B CETH
o tede. Kommpomerupyromas nHpopMaius, pa3MelleHHas B UHTEPHETE, MOKET
CEpbE3HBIM 00pa30oM OTpa3UThC Ha TBOEH peanbHOM xu3HU. "Ludposas
pernytarus” - 3T0 TBOW UMUK, KOTOPBIN GopMupyercs u3 uHdopmaiuu o Tede B
UHTEpHETE.

TBoe MecTo KHUTCJIBCTBA, yqe61>1, TBOC (1)I/IHaHCOBO€ ITIOJIOXKCHHUC, 0COOECHHOCTH
XapaKTepa U paCcCKa3kbl O OJM3KHUX - BCE 9TO HAKAIJINBAETCSA B CETH.

MHorue mMOoAPOCTKH JIETKOMBICIICHHO OTHOCATCS K MYyOJIMKalUU JTUYHOU
uHdopmaruu B MHTEpHETE, HE MOHMMAsI BO3MOXKHBIX TMOciencTBuil. Thl maxe He
CMOXeEIIb J0TaaaThcsi 0 TOM, 4yTo doTorpadus, pa3MeiieHHas 5 JIeT Ha3al, cTaja
NPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KommenTapuu, pazmenieHue TBoux GoTorpaguii U pyrue A1ecTBUs MOTYT HE
MCYE3HYTh JaXe MOCJE TOr0, KaK Thl UX YAAIUIIb. Thl HE 3HACIIb, KTO COXPAHUII 3TY
uH(pOopMaIuIo, MoMaja JM OHa B MOUCKOBBIE CUCTEMbI U COXPAaHWIACh JHU OHA, a
IJIaBHOE: YTO MOAYMAIOT O Te0e OKPY’KAIOIIME JIFOAHU, KOTOPbIE HAUIYT U yBUAST
sT0. Haifth MHpOpMannio MHOTO JET CHYCTS CMOXET JH00M - Kak M3 J00phIX
noOyXIeHUH, TaK U C HAMEPEHUEM MPUYUHUTH BpPe. DTO MOXKET ObITh KTO YTOAHO.

OcCHOBHBIE COBETHI 1O 3aIIUTE HUPPOBOM permyTallUu:

1. IToxymaii, mpexae yeM 4To-To MyOJUMKOBATh U MepeaaBath y ceds B Ojore
WA B COLMAJILHOM CETH;

2. B Hactpoiikax mipoduiis YCTaHOBH OrpaHUYEHHUS Ha MPOCMOTP TBOETO
npoduIs ¥ €ro COAEPKUMOTro, clIesal ero ToabKo "1 Apy3eit”;

3. He pa3meniail u He ykasblBail MH(QOpMAIMIO, KOTOPAsI MOXKET KOTO-I100
OCKOPOJISATH UJIH OOMKATh.

ABTOpPCKOE IPaBo

COBpeMeHHBIe IMKOJBbHUKHN - AKTHUBHBIC IIOJBb30BATCIIN LIH(l)pOBOFO
MMPpOCTPAHCTBA. OI[H&KO JAJICKO HE BCC 3HAKOT, 4YTO II0Jb30BaHUC MHOI'MMU



BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa Tpedyer  coOmiofeHuss MmpaB  Ha
UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIJIEKTyasibHasi COOCTBEHHOCTH' OTHOCHUTCS K Pa3jIMYHbIM
TBOPEHUSIM YEJIOBEYECKOIO0 yMa, HauyMHas C HOBBIX H300pETEHUN U 3HAKOB,
0003HayaroMuX COOCTBEHHOCTh Ha MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadusiMu, KUHOQUIbMaMH U MY3bIKaJIbHBIMU TTPOU3BEIACHUSMU.

ABTOpCKHE TpaBa - 3TO IIpaBa Ha HMHTEJUIEKTYalbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKME IIPaBa BBICTYIIAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEUIEKTYyaJIbHBIN/TBOPUYECKUI TPYyJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeAJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3ysibTaTax CBOEro TpyAd, MOJYyYUTh W3BECTHOCTh WU mNpu3HaHue. Hukro 0e3
pa3pelIeHuss aBTOpa HE  MOXET BOCIHPOM3BOJHUTH €0  NPOU3BEICHHUE,
pacnpocTpaHsaTh, NYOJUYHO JE€MOHCTPHPOBATh, IPOJABATh, HWMIIOPTUPOBATH,
IyCKaTh B MPOKAT, IMyOJMYHO HCHOJIHATH, MMOKA3bIBATH/UCIONHATh B 3(UpE WU
pasmemats B MHTEpHETE.

Hcnonb3oBanue "muparckoro” nporpaMMHOIO 0OECIEYEHHs] MOKET MPUBECTH
K MHOTMM PHUCKaM: OT IMOTEPH AAHHBIX K TBOMM aKKayHTam J0 OJOKUPOBKH TBOETO
YCTpOMCTBa, TI€ yCTAHOBJIEHA HEJlerabHas porpamma. He crout Takxke 3a0bIBaTh,
YTO CYUIECTBYIOT JIETaJIbHbIE U OECIUIATHBIE TPOTrPaMMBbI, KOTOPHIE MOKHO HAaWTH B
CETH.

O noprane

CeteBu4OK.p( - TBOI TTIaBHBIN COBETYMK B CETH. 3/1€Ch Thl MOXKEIIh Y3HATH O
0€30MacHOCTH B CETU TMOHSTHBIM M JIOCTYIIHBIM SI3BIKOM, a TIPH BO3HUKHOBEHUH
KPUTUYECKON CHUTyalluu OOPAaTHTHCS 3a COBETOM. A TaKkXe MPUHATH y4acTHE B
KOHKYpCaxX U CTaTh CaMbIM ITU(DPOBHIM IpakIaHUHOM !



